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	Overview

Country or Region: United States
Industry: Healthcare
Customer Profile

New Jersey–based Christian Health Care Center (CHCC) provides high-quality elder care and mental health services in inpatient and outpatient settings. The nonprofit organization employs 800 people.

Business Situation

CHCC needed to meet United States Health Insurance Portability and Accountability Act (HIPAA) guidelines for accessing patient information. In addition, the organization wanted to replace out-of-date hardware and software. 
Solution

Microsoft® Gold Certified Partner Quality Technology Solutions upgraded the organization’s computer network to Microsoft Windows Server™ 2003 and Exchange Server 2003. 
Benefits

· Met HIPAA standards

· Increased efficiency
· Enhanced user mobility

· Bolstered security

· Extended scalability
· Increased reliability


	
	
	“Windows Server 2003 and Exchange Server 2003 are innovations that will address our needs for years to come. I don’t see how any business or organization wouldn’t want that.” 
Mike Molinaro, Information Technology Director and Information Security Officer, Christian Health Care Center


	
	
	
	Christian Health Care Center (CHCC) provides long-term care and mental health services throughout New Jersey. Facing compliance with the United States Health Insurance Portability and Accountability Act (HIPAA) and recurring message server downtime, the organization wanted to find a reliable and secure infrastructure that could better support its 300-computer network. The organization turned to Microsoft® Gold Certified Partner Quality Technology Solutions for help in designing an upgrade that uses Microsoft Windows Server™ 2003 with the Active Directory® service to manage the network and Microsoft Exchange Server 2003 to help make e-mail more dependable. As a result of the deployment, CHCC has practically eliminated downtime, increased security, and decreased server backup time by 85 percent. The IT staff can now focus more on users, and the hospital staff can focus more on patients.
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Situation

Founded in 1911 by a group of deacons from local churches, Christian Health Care Center (CHCC) provides the state of New Jersey with inpatient and outpatient, family-centered, elder care and mental health services. CHCC also maintains counseling centers, adult day-care services, an inpatient hospital, and assisted-living facilities throughout the state. The nonprofit organization is open to anyone, regardless of race, gender, or religion.

As a United States healthcare provider, CHCC must adhere to strict guidelines established by the Health Insurance Portability and Accountability Act (HIPAA) of 1996. The federal legislation created general procedures for how healthcare providers handle: 

· Security measures that protect electronic health information systems from improper access or alteration.

· The confidentiality of individually identifiable health information.

Compliance with these particular guidelines is mandatory for all healthcare providers by April 2005. “Everything we do requires HIPPA consideration,” says Mike Molinaro, Information Technology Director and Information Security Officer at CHCC. As a result, management at CHCC wanted to find a solution that would meet and exceed HIPAA expectations. 

In addition, an increased reliance on electronic messaging consumed more server capacity than CHCC expected. CHCC has 300 computers in its network environment. The majority of users are support personnel, but more than 100 clinicians also use the network. These employees consistently use e-mail for documentation, notices, calendars, contact with vendors, and links to Web sites. The IT staff struggled to accommodate the extra load. Network downtime tended to occur monthly and last less than an hour. Some outages, however, lasted as long as eight hours. 

The increased use of e-mail also meant that the IT staff needed to perform more computer maintenance. In addition, various hardware pieces (such as server computers) in the e-mail environment were reaching the end of their life cycles and, as aging hardware, further increased the IT staff’s workload. When a server failed, the whole e-mail system became inoperable.

A final consideration was that as network usage increased, the IT staff felt it needed more control over the environment. To this end, technicians wanted to implement group policies where applicable. At the same time, CHCC wanted users to take more responsibility for their own computers and wanted each individual to be held accountable for his or her use of network resources. 

Solution

For years, Christian Health Care Center has relied heavily on Microsoft® software to run its server computers and workstations. As a result, the organization decided to pursue the latest Microsoft solutions; no other vendor’s solution was considered. “I knew Microsoft delivered the standard of quality we were looking for,” says Molinaro.

Because the IT department has only five full-time employees and one part-time employee, CHCC usually takes large projects and software implementations to external vendors. For this particular upgrade, CHCC wanted a company that had experience in designing and implementing Microsoft solutions, was knowledgeable about the latest Microsoft technology, and had the personnel to complete the project in a timely manner. After reviewing a number of companies, CHCC chose Microsoft Gold Certified Partner Quality Technology Solutions (QTS), a network infrastructure and security company, to develop a solution. “Midmarket companies often need to devote their small IT staffs to maintenance,” says Neil Rosenberg President and Chief Executive Officer (CEO) of QTS. “We led CHCC through the process of designing and implementing a large-scale infrastructure solution.” 

QTS designed a plan that replaced six servers with the Microsoft Windows Server™ 2003 operating system and Microsoft Exchange Server 2003, both part of Microsoft Windows Server System™ integrated server software. CHCC also consolidated two file servers into a new server running Windows Server 2003. The Active Directory® service, a central component of Windows Server, was used to build profiles, establish security settings that apply to either the individual or an entire department, and to coordinate configurations between computer users and the software and network resources that those users need. This type of identity management enables CHCC to monitor usage, especially on shared computers, and to place more accountability on the user. “In order for everything to work in a network, users have to be accountable and responsible,” says Molinaro. Therefore, CHCC holds its users responsible for such things as maintaining their passwords and protecting the confidentiality of their user profile information.

To better protect both the e-mail server and Web-enabled access, CHCC installed another Windows Server System server application, Microsoft Internet Security and Acceleration (ISA) Server 2000, to give remote users the ability to access their e-mail through Microsoft Office Outlook® Web Access. Software Update Services, an add-in component for Windows Server 2003, is being used to manage software updates and hotfixes. In addition, approximately 90 percent of workstations in the environment were upgraded to the Microsoft Windows® XP Professional operating system. 

Working closely with the IT staff at CHCC, QTS implemented the upgrades, deployed the new servers, and migrated all users to the new system. This process started in December 2003 and ended in February 2004. In March 2004, QTS helped CHCC select three departments in which to create new Group Policy settings within Active Directory in Windows Server 2003. These centralized settings accommodate specific requirements for workstations. For example, CHCC added rules, such as one that denies software installation privileges to users without IT consent, and another that redirects document folders from workstations to shadow-copy or file-server folders to prevent the loss of information if a hard disk fails. CHCC then implemented these centralized Group Policy settings in all of its other departments.

To ensure that the migration of mailboxes to Exchange Server would work, QTS and CHCC built the new infrastructure as part of the existing one. Once they were satisfied that every component was working, the IT staff deactivated the old servers one-by-one across all departments. The mail migration moved groups of users over a period of four weeks. Throughout the process, each group of users received ample warning that their workstations would be migrated.  

As a result of a QTS recommendation to implement Microsoft Clustering Services, a server failover solution to minimize the risk of e-mail downtime, the total number of server computers running Exchange Server doubled from one to two. With this new solution, if one server crashes, the other can continue to serve e-mail users. 

Employees use Exchange Server features such as calendars for collaboration, and they use public folders to store contacts, vacation schedules, IT department days off, Internet newsgroups, and church affiliations. The IT department can also build public folders, provide security controls, and manage access controls. 

Benefits

For CHCC, the network infrastructure upgrade to Windows Server 2003 and Exchange Server 2003 has met several different organizational needs. Most importantly, the Windows Server System–based solution has delivered a highly reliable e-mail and server infrastructure that meets HIPAA standards. In addition, the new environment has improved both network security and performance. Centralized management of the network operating system and the ability to easily implement group policies has helped decrease the workload of the IT staff so that they have more time for computer maintenance. Users, including doctors and nurses, now have a more reliable system that allows them to focus more on their patients. As the organization continues to grow, CHCC feels confident that it now has a network infrastructure capable of meeting any and all present and future needs.

Met HIPPA Standards

CHCC has found that its Windows Server System–based solution adeptly addresses the strict security and confidentiality requirements of HIPAA. For example, in the previous environment at CHCC, up to 30 nurses shared the same user name and password. This process made it harder for the IT staff to track who was using a particular computer and why someone was using it. The previous system also made it quite simple for anyone to gain network access. Now all medical personnel have their own user name and password. As a result, the only way for individuals to access the network is to use their own personal access information. By increasing user accountability, CHCC has made all employees more responsible for keeping their access information private. The elimination of a general user name and password also makes employees more responsible for how they use each individual or shared workstation. As a result of the new accountability, the IT staff has seen a noticeable reduction in work orders. Calls about forgotten passwords or user names have been nearly eliminated. “We can now limit network access to the people who need it most,” says Molinaro. “Our information is much more secure than before, and implementation of Active Directory will greatly assist CHCC in achieving its goals to become HIPAA compliant.”  

Increased Efficiency
With the integrated Windows Server 2003 and Exchange Server solution, CHCC can now track workstation usage. Auditing features within Windows Server 2003 have enabled the IT staff to monitor when somebody is accessing the network. These features help the company track its technology needs more efficiently. For example, if a department requests 25 computers, but an audit shows that only five people are using the network in a specific area, then CHCC knows it does not need the requested number of hardware or software resources. The measurable metrics create fiscal responsibility by helping to keep a company’s technology investments in line with actual employee needs. 
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This procedure also works for applications. For example, in the previous environment, completing an incident report for corporate compliance required filling out and sending paper forms to 15 people and took as long as 45 days. Corporate compliance wanted an incident reporting tool that would link to Exchange Server and run on Windows Server 2003 and on the company’s intranet. By monitoring the company’s incident reporting process, the Occurrence Reporting team, with support from the IT staff, realized that incident reports took too long to complete. As a result, CHCC installed an application that requires everyone in the reporting chain to send an interoffice e-mail message that acknowledges they have read and signed off on the incident report. Although the same number of people view the paper report, corporate compliance can better discern the current location of a report under review and remind an individual to read the report. Since implementation of the solution, corporate compliance has reduced the 45-day process to as little as 1 day. Now, the organization runs more efficiently, and the IT staff can redesign the information workflow when necessary.
Enhanced User Mobility

Because of Active Directory, employees can now log on to any computer in the environment and use Outlook Web Access to access the intranet and retrieve their e-mail. This capability means personnel have more flexibility and mobility. “We have a big campus, and it’s not cost-efficient or productive to have to go back to your own workstation to communicate in our network,” says Molinaro. For example, Nurse A has logged on to her computer and is using an application, but Nurse B needs immediate access to e-mail. Rather than forcing Nurse A to exit the application and log off from her computer, Nurse B can simply log on also, get her own e-mail, and log off; Nurse A then returns to what she has been doing without having had to exit her application. 

Bolstered Security

ISA Server 2000 has provided the necessary protection for the network and Web-enabled access. “In the previous environment, Web-enabled access to e-mail ran without protection for the e-mail server,” says Molinaro. “Now, ISA Server 2000 internally protects both the e-mail server and Web-enabled access. It’s a much safer way of sending and receiving e-mail.” With this kind of internal protection technology, increased user mobility does not come at the expense of security. Accessing e‑mail from anywhere on the campus is as secure as working from one’s workstation. 

ISA Server also has helped CHCC increase network security by preventing employees from installing software and by determining schedules for password changes. “We’ve become so precise that we can set time-of-day security,” says Molinaro. “If employees try to get into the network outside of scheduled hours, we can program the network to deny them access. That’s pretty impressive.” This capability minimizes time on the network and lessens the opportunity for someone to break into the network. Furthermore, the ability to know precisely who is on a computer helps eliminate anonymity and reduces the odds that someone will try to illegally enter the network. 

In addition, group policies have helped the IT staff manage password length, account lockout, and passwords rotation. CHCC also uses Software Update Services to assist in update management of workstations. 

Boosted Access Speed
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and Active Directory, CHCC has gained new hardware and software at the beginning of its life cycle. The organization also has less hardware to manage. More importantly, CHCC needs only one server to run all the Windows Server features that the company takes advantage of and therefore, can increase access speed for the user. In the old system, when users opened a large document, they might have had to wait as long as 25 seconds. Spreadsheets took as long as 5 seconds to open. “People want instantaneous access,” says Molinaro. “They don’t want to wait at all. Windows Server 2003 gives our users the speed they want and need.”

Extended Scalability

With the integrated Windows Server 2003 and Exchange Server solution, CHCC now has a more scalable solution, which CHCC estimates could comfortably handle up to 10,000 users. “They’re a growing organization,” says Rosenberg. “This Microsoft solution gives them the ability to grow without worrying.” 

A major reason that the solution provides scalability is that CHCC uses enterprise-grade software even though the company’s size is considered below the enterprise level. The key is cost. “Midmarket companies or healthcare centers like ours operate enterprise-level management features because Microsoft makes these features affordable to us,” says Molinaro.

Increased Reliability

By deploying Exchange Server and Windows Server as a clustered solution, CHCC has also maximized the uptime and reliability of its network. If one server goes down, the other server automatically takes over. In the old environment, CHCC experienced network server interruptions for at least one hour every month. Single incidents occasionally lasted as long as eight hours. Now CHCC finds that internal e-mail, calendars, and tasks suffer practically no downtime. In addition, CHCC estimates that it has eliminated storage problems for at least four years. 

CHCC feels confident about the performance and reliability of the Windows Server System–based solution. As a result of the successful deployment, CHCC highly recommends the solution to other organizations. “You want to do these types of implementations now,” says Molinaro. “Windows Server 2003 and Exchange Server 2003 are innovations that will address our needs for years to come. I don’t see how any business or organization wouldn’t want that.” 


Microsoft Windows Server System
Microsoft Windows Server System integrated server infrastructure software is designed to support end-to-end solutions built on Windows Server 2003. It creates an infrastructure based on integrated innovation, Microsoft’s holistic approach to building products and solutions that are intrinsically designed to work together and interact seamlessly with other data and applications across your IT environment. This helps you reduce the costs of ongoing operations, deliver a more secure and reliable IT infrastructure, and drive valuable new capabilities for the future growth of your business. 

For more information about Windows Server System, go to: 

www.microsoft.com/windowsserversystem
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: �HYPERLINK "http://www.microsoft.com/"��www.microsoft.com�





For more information about Christian Health Care Center services, call (201) 848-5200 or visit the Web site at: 


� HYPERLINK "http://www.christianhealthcare.org" ��www.christianhealthcare.org� 





For more information about Quality Technology Solutions products and services, call (973) 984-7600 or visit the Web site at: �� HYPERLINK "http://www.QTSnet.com" ��www.QTSnet.com� 














“Midmarket companies or healthcare centers like ours operate enterprise-level management features because Microsoft makes these features affordable to us.” 


Mike Molinaro, Information Technology Director and Information Security Officer, Christian Health Care Center
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“Windows Server 2003 gives our users the speed they want and need.”


Mike Molinaro, Information Technology Director and Information Security Officer, Christian Health Care Center
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